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PCB Failure Analysis and Diagnostics

This comprehensive guide delivers a structured, six-step FA workflow, deep dives into critical
mechanisms (CAF, Solder Fatigue, EOS), and practical application strategies for advanced
non-destructive (NDI) and destructive (DPA) tools like TDR, C-SAM, and FIB. Learn how to
translate technical findings into SMART Corrective Actions, ensuring definitive root cause
resolution and immediate improvements in product reliability.
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1.0 %’ Introduction and Core Mission

This document provides a systematic framework and essential methodologies for performing
Printed Circuit Board (PCB) failure analysis (FA). Our mission is clear: to move beyond simply
repairing symptoms and definitively identify the Root Cause.

@ Core Goal of FA: To determine the precise Root Cause of a product failure,
enabling corrective actions in design, manufacturing, or material selection,
thereby improving product reliability and drastically reducing long-term costs.

1.1 Scope and Coverage

This guide covers the standard FA workflow, common failure modes encountered in PCB
assemblies (PCBA), and the necessary non-destructive (NDI) and destructive (DPA)
analytical techniques required for a comprehensive, evidence-based investigation.

1.2 Safety Precaution

Safety First! All laboratory personnel must strictly observe basic safety rules. Prior to
handling any unit, ensure the failed unit is safely depowered, discharge any
high-capacitance components, and handle chemicals used in destructive analysis with
appropriate Personal Protective Equipment (PPE).

2.0 7J- The Systematic Failure Analysis Workflow

A structured, methodical approach is non-negotiable for successful failure analysis. We
mandate a rigid progression from non-destructive methods to highly destructive ones to
ensure evidence preservation.

Step Phase Action & Goal Primary Tools

_1Verification Data Collection Confirm the Test Reports, DMM
reported failure
mode. Collect all
historical data
(schematics, LOT
info, environment
logs).

2JNDI Non-Destructive Visual inspection, Optical Scope,




Inspection

then use advanced
NDI to localize
faults without
altering the
board.

X-Ray, C-SAM

(3 Localization

Electrical
Pinpointing

Pinpoint the exact
location of the
electrical anomaly
(e.g., short,
leakage).

Thermal Camera,
TDR, IVCT

4)DPA

Destructive
Physical Analysis

Cross-sectioning
and material
analysis to observe
the defect area
structurally and
chemically.

Micro-sectioning,
SEM/EDS, FIB

Root Cause

Conclusion

Correlate all
findings (electrical,
visual, structural) to
determine the
precise initiating
mechanism of
failure.

Analytical
Interpretation

_6JReporting

Actionable
Intelligence

Document findings,
root cause, and
specific
recommendations
for process or
design changes.

Comprehensive FA
Report




3.0 & Common PCB and PCBA Failure Mechanisms

Failures are generally categorized into Electrical, Thermal, Mechanical, and Chemical causes.
Understanding the mechanism is key to choosing the right tool.

3.1 Thermal Failures &

Mechanism

Description

Detection/Observation

CAF (Conductive Anodic
Filament)

Electrochemical migration
along glass fibers, forming
a conductive path (short) in
the presence of moisture
and voltage, accelerated by
heat.

Micro-sectioning shows
dark filament in glass
weave. Electrical leakage.

Delamination

Separation of the copper
foil from the substrate or
separation between
laminate layers.

Visible bubbles or swelling
(Blisters). Detected via
C-SAM.

Measling/Blistering

White spots (measling) or
localized swelling
(blistering) due to localized
separation of the substrate
layers.

Visual Inspection.

3.1.1 s Detailed Look at CAF (Conductive Anodic Filament)

CAF is an insidious electrochemical failure mode unique to glass-reinforced materials (like
FR4). It requires three critical conditions: Moisture, lonic Contaminants, and DC Voltage

Bias.

I\ Failure Process: Copper ions () migrate along the glass fiber-to-resin
interface toward the cathode, where they form a conductive filament that shorts
the circuit. The characteristic signature is a low-resistance short or high-leakage

current.

3.1.2 CAF Prevention Strategies )

Mitigating CAF involves breaking one or more of the three critical failure conditions.




Strategy Category

Key Actions

Impact

Material Selection

Use laminates with higher
and better resin systems
(e.g., polyimide).

Reduces moisture
absorption and increases
glass-fiber adhesion.

Design Practices

Maximize spacing between
plated features (vias,
PTHs).

Lowers the electric field
gradient, reducing the
driving force for ion
migration.

Manufacturing Control

Optimize the drilling
process to prevent glass
fiber damage (known as
"smear").

Damaged fibers are easier
conduits for moisture/ion
transport.

Environmental Control

Apply moisture barrier
coatings and control
humidity in
storage/operation.

Eliminates the ionic
transport medium
(moisture).

3.2 Electrical and Electromigration Failures

Mechanism

Description

Root Cause Indicators

EOS (Electrical
Overstress)

Damage caused by
excessive current or
voltage, resulting in
localized heating and
irreversible change.

Physical damage, charred
components, melted metal
traces.

ESD (Electrostatic
Discharge)

Transient high voltage
pulse leading to immediate
or latent damage to
sensitive ICs or traces.

Microscopic pitting on
component surface.

Solder Joint Fatigue

Cracking in solder joints
due to CTE mismatch and
thermal cycling.

X-Ray and
micro-sectioning reveal
cracks near the IMC layer.
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3.3 Contamination and Corrosion 4

Mechanism

Description

Detection/Observation

Dendrite Growth

Metal migration (usually
copper or tin) across an
insulation barrier, forming
tree-like conductive paths
(short).

Visual inspection shows
metal whiskers or
dendrites.

Corrosion

Chemical attack of metal
surfaces, leading to open
circuits or high resistance.

Discoloration, pitting, and
etching of traces or pads.

4.0 3 Key Analytical Tools and Techniques

The choice of tool is dictated by the failure type and the stage of analysis. NDI MUST

precede DPA.

4.1 Non-Destructive Techniques (NDI) <

Tool

Principle

Primary Application in FA

Optical Microscope

Visible light magnification.

Surface inspection for
cracks, contamination,
lifted pads.

X-Ray / CT Scan

Uses X-rays based on
density differences.

Inspecting hidden solder
joints (BGA/QFN) for voids,
shorts, or opens.

Thermal Imaging Camera

Detects infrared heat.

Localizing short circuits or
high-resistance paths by
observing localized heat
spikes under power.

4.1.1 Detailed Look at C-SAM (Scanning Acoustic Microscopy) &

C-SAM is the primary tool for assessing bond integrity.

e Principle: Uses high-frequency ultrasound. A strong reflection occurs when the acoustic
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pulse encounters a change in acoustic impedance, most notably air gaps (voids,
cracks, delamination).

Key Detection: Delamination (layer separation), Popcorning (component package
voids), and non-bonds in underfill.

4.1.2 Detailed Look at TDR (Time-Domain Reflectometry) .

TDR is essential for electrical localization in complex multilayer PCBs.

Principle: Injects a fast voltage pulse into a line. Reflections occur when the pulse
encounters any change in the characteristic impedance ().
Calculation: The distance to the fault is determined by the time delay () of the reflected

pulse.
;| TDR Fault Identification:

e Open Circuit (Break): Positive reflection that steps up. (Impedance )
e Short Circuit (Short): Negative reflection that drops to zero. (Impedance )

4.1.3 Detailed Look at IV Curve Tracer (IVCT)

IVCT is a powerful, powered-off diagnostic technique (V-1 Signature Analysis).

Principle: Applies a low-level AC voltage sweep between two test points, plotting
Voltage vs. Current to generate a V-| Signature.

Application: Comparing the signature of a Failed Unit (FU) against a Known Good Unit
(KGU) instantly reveals deviations caused by component damage or subtle
manufacturing defects.

Signature Shape Interpretation/Fault

Straight Line ( slope) Purely Resistive (e.g., resistor)

Vertical Line ( slope) Dead Short (Low Resistance)

Horizontal Line ( slope) Open Circuit (High Impedance/Lifted Pin)
Bent/Stepped Curve Semiconductor Junction (Diode/Transistor)

4.2 Destructive Physical Analysis (DPA) *

Tool Principle Key Insight Gained

Micro-Sectioning Grinding and polishing the Definitive view of plating
sample to expose the quality, layer registration,
defect in cross-section. and solder joint integrity.
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SEM Scanning Electron High-magnification image
Microscope. of fracture surfaces and
micro-scale physical
defects.
EDS Energy-Dispersive X-ray Elemental Composition
Spectroscopy. (Identifying unknown
contaminants or material
anomalies).
FIB Focused lon Beam Nanoscale precision
(typically Gallium ions). milling/cross-sectioning for
ultra-thin samples.

4.2.1 X Detailed Procedure for Micro-Sectioning

Micro-sectioning is precision surgery on the PCB.

-_—

Decapitation and Cutting: Carefully cut a small coupon containing the failure site.
Mounting (Potting): Embed the coupon in epoxy, ensuring perfect perpendicularity.
Grinding & Polishing: Use progressively finer abrasives to create a mirror-like finish,
stopping exactly at the defect plane.

Etching (Optional): Mild chemical etchants highlight grain structure and stress lines.

4.2.2 ¢ Post-Sectioning Analysis: SEM and EDS

w N

B

e SEM Imaging: Confirms the structural defect morphology (shape and structure) at very
high magnification.

e EDS Analysis: Confirms the material origin (chemical composition). Essential for
confirming elements like Chlorine (Cl) or Bromine (Br) in corrosive residue.



5.0 [74 Failure Analysis Reporting: Practical Guidance

The final FA report translates technical facts into actionable business intelligence.

5.1 Key Report Components & Audience Focus

Report Section

Core Content

Emphasis for
Management

Executive Summary

What failed, Why it failed
(Root Cause), and
Corrective Action.

Clarity of cost/risk
reduction and impact
timeline.

Analysis Results

Detailed chronological
findings (NDI DPA) and all
supporting images.

Visual proof of the defect
(high-impact image).

Root Cause Conclusion

Clear logical argument
connecting the defect to
the design/manufacturing
deficiency.

Definitive,
non-ambiguous
determination of fault
responsibility.

Corrective Actions

Specific recommendations
to prevent recurrence.

Clear assignment of
responsibility and
implementation deadline
(SMART goal).

5.3 Formulating SMART Corrective Actions 4’

Recommendations are the most critical part of the report. They MUST adhere to the SMART
criteria: Specific, Measurable, Achievable, Relevant, and Time-bound.

quantifiable to track
effectiveness.

Criteria Explanation Example (Failure:
Insufficient Solder Fill)
Specific Define what needs to be Action: Increase copper
changed and where. plating thickness in
microvias by .
Measurable The result must be Target: Achieve a minimum

via barrel wall thickness of
in all future lots.
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implementation and
verification.

Achievable The change must be Verification: Work with
physically and plating supplier to confirm
economically realistic. feasibility.

Relevant The action must directly Direct Impact: Mitigates
address the identified root the low conductivity/open
cause. risk caused by thin plating.

Time-bound Assign a deadline for Deadline: New plating

specification enforced
starting with LOT Q3-2026.

6.0 . Practical FA Case Study: BGA Delamination

(Popcorning)

Symptom: BGA component shows intermittent electrical opens after thermal cycling.

the BGA interface.

Workflow Step Action Taken Key Observation/Finding
Verification Electrical testing. Intermittent open on corner

balls, failure is heat-related.
NDI: C-SAM Focused acoustic scan on Strong acoustic

reflection detected under
the package body and in
the PCB laminate,
indicating
delamination/non-bond.

DPA: Micro-Section

Sample sectioned through
the delaminated area.

Revealed a crack
extending from the top
PCB surface propagating
inward towards a copper
plane.

Root Cause

Analysis of combined data.

The moisture-saturated
PCB laminate experienced
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rapid heating (improper
MSL handling), causing
trapped moisture to
vaporize and expand,
leading to a permanent
internal delamination
(popcorning).

Corrective Action Recommended changes. Mandate higher pre-bake
times/temperatures and
improve long-term storage
and handling protocols.

7.0 @ Conclusion and Future Outlook

Successful PCB Failure Analysis is paramount for product reliability and cost control. By
strictly adhering to the systematic six-step workflow—progressing from non-destructive
verification through to definitive destructive analysis—engineers can accurately pinpoint the
root cause of complex failures.

Key Takeaway: The final and most crucial step is the implementation of
SMART Corrective Actions. These actions must translate technical findings into
measurable process and design improvements. Continued investment in
advanced FA tooling (like FIB and high-resolution SEM) is essential to meet the
reliability demands of modern high-density, high-speed electronic systems.
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